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2.1 Overview of Priority Mapping
Priority mapping is a method of translating Quality of service (QoS) precedence
fields carried in packets into internal priorities on a device (also called local
priorities, which are used to differentiate classes of service for packets). After
priority mapping, the device provides differentiated services for packets based on
the internal priorities.

Packets transmitted over different networks carry different QoS precedence fields,
for example, 802.1p field on a virtual local area network (VLAN), EXP field on a
Multiprotocol Label Switching (MPLS) network, and DSCP field on an IP network.
Priority mapping must be configured on network devices to retain priorities of
packets when the packets traverse different networks. When a device connects
different types of networks, it maps external precedence fields (including 802.1p,
MPLS EXP, and DSCP) of all the received packets to internal priorities. When the
device sends packets, it maps internal priorities to external priorities.
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2.2 Understanding Priority Mapping

Priority Mapping
Packets carry different types of precedence field depending on the network type.
For example, packets carry the 802.1p field in a VLAN network, the EXP field on an
MPLS network, and the DSCP field on an IP network. The mapping between the
priority fields must be configured on the gateway to retain packet priorities when
the packets traverse different types of networks.

The priority mapping mechanism provides the mapping from precedence fields of
packets to internal priorities (local priorities) or the mapping from internal
priorities to precedence fields of packets. This mechanism uses a DiffServ domain
to manage and record the mapping between precedence fields and Class of
Service (CoS) values. When a packet reaches the device, the device maps the
priority in the packet or the default 802.1p priority of the inbound interface to a
local priority. The device then determines which queue the packet enters based on
the mapping between internal priorities and queues, and performs traffic policing,
queuing, and scheduling. In addition, the device can re-mark precedence fields of
outgoing packets so that the downstream device can provide differentiated QoS
based on packet priorities.

Precedence Fields
Certain fields in the packet header or frame header record QoS information so
that network devices can provide differentiated services. These fields include:

● Precedence field
As defined in RFC, the 8-bit Type of Service (ToS) field in an IP packet header
contains a 3-bit IP precedence field. Figure 2-1 shows the Precedence field in
an IP packet.

Figure 2-1 IP Precedence/DSCP field
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Bits 0 to 2 constitute the Precedence field, representing precedence values 7,
6, 5, 4, 3, 2, 1 and 0, in descending order of priority. The highest priorities
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(values 7) are reserved for routing and network control communication
updates. User-level applications can use only priority values 0 to 5.
Apart from the Precedence field, a ToS field also contains the following sub-
fields:
– Bit D indicates the delay. The value 0 represents a normal delay and the

value 1 represents a short delay.
– Bit T indicates the throughput. The value 0 represents normal throughput

and the value 1 represents high throughput.
– Bit R indicates the reliability. The value 0 represents normal reliability and

the value 1 represents high reliability.
● DSCP field

RFC initially defined the ToS field in IP packets and later added bit C that
indicates the monetary cost. Then, the IETF DiffServ Working Group redefined
bits 0 to 5 of a ToS field as the DSCP field in RFC. In RFC, the field name is
changed from ToS to differentiated service (DS). Figure 2-1 shows the DSCP
field in packets.
In the DS field, the first six bits (bits 0 to 5) are the DS CodePoint (DSCP) and
the last two bits (bits 6 and 7) are reserved. The first three bits (bits 0 to 2)
are the Class Selector CodePoint (CSCP), which represents the DSCP type. A
DS node selects a Per-Hop Behavior (PHB) based on the DSCP value.

● 802.1p priority in the Ethernet frame header
Layer 2 devices exchange Ethernet frames. As defined in IEEE 802.1Q, the PRI
field (802.1p priority) in the Ethernet frame header, also called CoS, identifies
the QoS requirement. Figure 2-2 shows the PRI field.

Figure 2-2 802.1p priority in the Ethernet frame header
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The 802.1Q header contains a 3-bit PRI field. The PRI field defines eight
service priority values 7, 6, 5, 4, 3, 2, 1 and 0, in descending order of priority.

● MPLS EXP field
In contrast to IP packets, MPLS packets use labels. A label has 4 bytes. Figure
2-3 shows the format of the MPLS EXP field.
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Figure 2-3 Format of the MPLS EXP Field
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The EXP field contains four sub-fields:
– Label: contains 20 bits and specifies the next hop to which a packet is to

be forwarded.
– EXP: contains 3 bits and is reserved for extensions; also known as the CoS

field.
– S: contains 1 bit and identifies the last entry in the label stack. MPLS

supports hierarchical labels. If the S sub-field is 1, the label is at the
bottom of the stack.

– TTL: contains 8 bits and is the same as the Time to Live (TTL) in IP
packets.

The EXP field is used as the CoS field in MPLS packets and is equivalent to the
ToS field in IP packets. The EXP field is used to differentiate data flows on
MPLS networks. The EXP field encodes eight transmission priorities 7, 6, 5, 4,
3, 2, 1 and 0 in descending order of priority.
– On an IP network, the IP precedence or DSCP field in an IP packet

identifies the CoS value. On an MPLS network, a Label Switching Router
(LSR) cannot identify IP packet headers; therefore, EXP fields are marked
at the edge of the MPLS network.

– By default, the IP precedence in an IP packet is copied to the EXP field in
an MPLS packet at the edge of an MPLS network. If an ISP does not trust
a user network or differentiated service levels defined by an ISP are
different from those on a user network, reconfigure the EXP field in an
MPLS packet based on classification policies and internal service levels.
During forwarding on the MPLS network, the ToS field in an IP packet
remains unchanged.

– On an MPLS network, intermediate nodes classify packets based on the
EXP field in MPLS packets and perform PHBs such as congestion
management, traffic policing, and traffic shaping.

2.3 Application Scenarios for Priority Mapping
Networking Requirements

The precedence field in a packet depends on the network type. For example,
packets on a LAN carry the 802.1p field and those on a WAN carry the DSCP field.
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As shown in Figure 2-4, voice, video, and data service flows of enterprise network
users are transmitted to the WAN through RouterA. Packets of different services
are identified by 802.1p priorities on the LAN. RouterA maps 802.1p priorities in
incoming packets to a precedence field and provides differentiated services
according to the mapping result. The packets need to be identified by DSCP
priorities on the WAN. Therefore, RouterA needs to set DSCP priorities of packets
based on 802.1p priorities.

Figure 2-4 Networking of priority mapping
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Service Deployment
● Configure RouterA to queue packets based on 802.1p priorities so as to

provide differentiated services.
● Configure a priority mapping table on RouterA and to map 802.1p priorities

to DSCP priorities. Then RouterA re-marks outgoing packets with DSCP
priorities based on 802.1p priorities, and the downstream device provides
differentiated services based on DSCP priorities.
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2.4 Licensing Requirements and Limitations for Priority
Mapping

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Priority mapping is a basic feature of a router and is not under license control.

Feature Limitations

None

2.5 Default Settings for Priority Mapping
The device provides multiple priority mapping tables. The default settings are as
follows:
● For the AR100&AR120&AR150&AR160&AR200 series, AR1200 series, AR2220E,

and AR2204, the 802.1p-to-DSCP mappings are listed in Table 2-1. The
output 802.1p priorities are the same as the input 802.1p priorities. The DSCP-
to-802.1p mappings are listed in Table 2-3. The output DSCP priorities are the
same as the input DSCP priorities. The output MPLS EXP priorities are the
same as the input MPLS EXP priorities.

● For the AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240C,
AR2240 and AR3200&AR3600 series, the mappings from 802.1p priorities to
DSCP priorities and local priorities are listed in Table 2-2. The output 802.1p
priorities are the same as the input 802.1p priorities. The mappings from
DSCP priorities to 802.1p priorities and local priorities are listed in Table 2-4.
The output DSCP priorities are the same as the input DSCP priorities. The
mappings from MPLS EXP priorities to local priorities are listed in Table 2-5.
The output MPLS EXP priorities are the same as the input MPLS EXP priorities.

Table 2-1 Mappings from 802.1p priorities to DSCP priorities
(AR100&AR120&AR150&AR160&AR200 series, AR1200 series, AR2220E, and
AR2204)

Input 802.1p Output DSCP

0 0

1 8

2 16

3 24
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Input 802.1p Output DSCP

4 32

5 40

6 48

7 56

 

Table 2-2 Mappings from 802.1p priorities to DSCP priorities and local priorities
(AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE-R,
AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240 and
AR3200&AR3600 series)

Input 802.1p Output DSCP Output LP

0 0 0

1 8 1

2 16 2

3 24 3

4 32 4

5 40 5

6 48 6

7 56 7

 

Table 2-3 Mappings from DSCP priorities to 802.1p priorities
(AR100&AR120&AR150&AR160&AR200 series, AR1200 series, AR2220E, and
AR2204)

Input DSCP Output 802.1p

0-7 0

8-15 1

16-23 2

24-31 3

32-39 4

40-47 5

48-55 6

56-63 7
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Table 2-4 Mappings from DSCP priorities to 802.1p priorities and local priorities
(AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE-R,
AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240 and
AR3200&AR3600 series)

Input DSCP Output 802.1p Output LP

0-7 0 0

8-15 1 1

16-23 2 2

24-31 3 3

32-39 4 4

40-47 5 5

48-55 6 6

56-63 7 7

 

Table 2-5 Mappings from MPLS EXP priorities to local priorities (AR2201-48FE,
AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE-R, AR2204E,
AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240 and AR3200&AR3600
series)

Input MPLS EXP Output LP

0 0

1 1

2 2

3 3

4 4

5 5

6 6

7 7

 

2.6 Configuring Priority Mapping

Pre-configuration Tasks

After priority mapping is configured, the device determines the queues for
inbound packets and priorities of outbound packets based on packet priorities or
interface priorities. By doing this, the device provides differentiated services.
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Before configuring priority mapping, configure link layer attributes of interfaces to
ensure that the interfaces work properly.

2.6.1 Specifying the Packet Priority Trusted on an Interface

Context
You can configure the device to trust one of the following priorities:
● 802.1p priority

– For VLAN-tagged packets, the device searches the priority mapping table
based on the 802.1p priorities of the packets to determine the queues for
the packets and re-mark packet priorities.

– For untagged packets, the device searches the priority mapping table
based on the interface priority to determine the queues for the packets
and re-mark packet priorities.

● DSCP priority
The device searches the DSCP priority mapping table based on DSCP priorities
of packets to determine the queues for the packets and re-mark packet
priorities.

● MPLS EXP priority
The device searches the MPLS EXP priority mapping table based on MPLS EXP
priorities of MPLS packets to determine the queues for the packets and re-
mark packet priorities.

NO TE

● The AR100&AR120&AR150&AR160&AR200 series cannot trust EXP priorities in
MPLS packets.

● WAN interfaces and layer 2 VE interfaces can be configured to trust EXP priorities
in MPLS packets.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface interface-type interface-number

The interface view is displayed.

Step 3 Run trust { 8021p [ override ] | dscp [ override ] | exp }

The packet priority trusted on the interface is specified.

By default, no packet priority is trusted on an interface, and the interface priority
is used for priority mapping.
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NO TE

● On the AR100&AR120&AR150&AR160 (except the AR161, AR161W, AR169, AR169W,
AR169EW, AR169CVW, AR169CVW-4B4S, AR169EGW-L, AR161G-L, AR161G-Lc, AR161EW,
AR161EW-M1, AR161G-U, AR169G-L, AR169W-P-M9, AR169RW-P-M9 and AR169-P-
M9)&AR200 series, AR1200 series, AR2220E, or AR2204, if override is not specified, the
8021.p priority of packets is changed to the mapped value and the DSCP priority remains
unchanged after priority mapping. If override is specified, both the 802.1p and DSCP
priorities of packets are changed to the mapped value after priority mapping.

● On the AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204E,
AR2204-51GE-R, AR2204E-D, AR2202-48FE, AR2220, AR2240C, AR2240, or AR3200&AR3600
series, if override is not specified, packet priorities are not changed after priority mapping. If
override is specified, both the 802.1p and DSCP priorities of packets are changed to the
mapped value after priority mapping.

----End

2.6.2 (Optional) Configuring an Interface Priority

Context

An interface's priority is used in the following scenarios:
● When the interface receives untagged VLAN packets, the device forwards the

packets based on the interface priority.
● If the interface is configured to trust 802.1p priorities, the device uses the

interface priority as the 802.1p priority for the untagged packets received on
the interface, and then searches the 802.1p priority mapping table to
determine the queue for the untagged packets.

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run interface interface-type interface-number

The interface view is displayed.

Step 3 Run port priority priority-value

The interface priority is set.

By default, the interface priority is 0.

----End

2.6.3 Configuring a Priority Mapping Table

Context

The device performs priority mapping based on packet priorities or interface
priorities. Priority mappings can be configured in the priority mapping table. The
device supports mapping between 802.1p, MPLS-EXP, and DSCP priorities, and can
map 802.1p, MPLS-EXP or DSCP priorities to local priorities.
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Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run any of the following commands to enter the priority mapping table view
depending on the product model:
● For the AR100&AR120&AR150&AR160&AR200 series, run qos map-table

{ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp }.
● For the AR1200 series, AR2240C, AR2220E, or AR2204, run qos map-table

{ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp | exp-exp }.
● For the AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204E-D-27GE,

AR2204-51GE-P, AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE,
AR2220, AR2240, or AR3200&AR3600 series, run qos map-table { dot1p-
dot1p | dot1p-dscp | dot1p-lp | dscp-dot1p | dscp-dscp | dscp-lp | exp-exp |
exp-lp }.

Step 3 Run input { input-value1 [ to input-value2 ] } &<1-10> output output-value

A priority mapping is configured in the priority mapping table.

----End

2.6.4 Verifying the Priority Mapping Configuration

Procedure
● Run the following commands as required:

– On the AR100&AR120&AR150&AR160&AR200 series, run the display qos
map-table [ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp ]
command to check mappings between priorities.

– On the AR1200 series, AR2240C, AR2220E, or AR2204, run the display
qos map-table [ dot1p-dot1p | dot1p-dscp | dscp-dot1p | dscp-dscp |
exp-exp ] command to check mappings between priorities.

– On the AR2204XE, AR2201-48FE, AR2202-48FE, AR2204-24GE,
AR2204-27GE, AR2204–27GE-P, AR2204E-D-27GE, AR2220, AR2240,
AR3200&AR3600 series, run the display qos map-table [ dot1p-dot1p |
dot1p-dscp | dot1p-lp | dscp-dot1p | dscp-dscp | dscp-lp | exp-exp |
exp-lp ] command to check mappings between priorities.

----End

2.7 Configuration Examples for Priority Mapping

2.7.1 Example for Configuring Priority Mapping

Networking Requirements
As shown in Figure 2-5, voice, video, and data terminals on the enterprise's LAN
connect to Eth2/0/0 and Eth2/0/1 of RouterA through SwitchA and SwitchB. The
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voice, video, and data flows are transmitted to the WAN through GE3/0/0 of
RouterA.

Packets of different services are identified by 802.1p priorities on the LAN and
enter different queues on LAN interfaces of RouterA based on 802.1p priorities.
When packets reach the WAN from GE3/0/0, differentiated services need to be
provided for the packets based on DSCP priorities. Therefore, RouterA needs to
map 802.1p priorities to DSCP priorities. To meet this requirement, configure a
priority mapping table on RouterA.

Figure 2-5 Networking diagram of priority mapping configurations
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Configuration Roadmap

The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure interfaces to
enable access to the WAN through RouterA.

2. Configure interfaces of RouterA to trust 802.1p priorities in packets.
3. Configure a priority mapping table on RouterA and set 802.1p-to-DSCP

mappings in the table. RouterA can then map 802.1p priorities of packets to
DSCP priorities.

Procedure

Step 1 Create VLANs and add interfaces to the VLANs.

# Create VLAN 20 and VLAN 30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 20 30
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# Configure Eth2/0/0 and Eth2/0/1 as trunk interfaces, and add Eth2/0/0 to VLAN
20 and Eth2/0/1 to VLAN 30.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 20
[RouterA-Ethernet2/0/0] quit
[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] port link-type trunk
[RouterA-Ethernet2/0/1] port trunk allow-pass vlan 30
[RouterA-Ethernet2/0/1] quit

# On SwitchA, configure the interface connected to RouterA as a trunk interface
and add it to VLAN 20. On SwitchB, configure the interface connected to RouterA
as a trunk interface and add it to VLAN 30.

# Create VLANIF 20 and VLANIF 30, assign IP address 192.168.2.1/24 to VLANIF
20, and assign IP address 192.168.3.1/24 to VLANIF 30.

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit
[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Assign IP address 192.168.4.1/24 to GE3/0/0.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure RouterB to ensure that there are reachable routes between RouterB
and RouterA.

Step 2 Configure priority mapping.

# Configure Eth2/0/0 and Eth2/0/1 to trust 802.1p priorities in packets.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] trust 8021p override
[RouterA-Ethernet2/0/0] quit
[RouterA] interface ethernet 2/0/1
[RouterA-Ethernet2/0/1] trust 8021p override
[RouterA-Ethernet2/0/1] quit

# Configure a priority mapping table.

[RouterA] qos map-table dot1p-dscp
[RouterA-maptbl-dot1p-dscp] input 2 output 16
[RouterA-maptbl-dot1p-dscp] input 5 output 40
[RouterA-maptbl-dot1p-dscp] input 6 output 46

Step 3 Verify the configuration.

# View priority mapping information on RouterA.

<RouterA> display qos map-table dot1p-dscp
Input Dot1p      DSCP                                                           
-------------------                                                             
 0               0                                                              
 1               8                                                              
 2               16                                                             
 3               24                                                             
 4               32                                                             
 5               40                                                             
 6               46                                                             
 7               56                                                             
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# View the interface configuration on RouterA.

<RouterA> display current-configuration interface ethernet 2/0/0
#
interface Ethernet2/0/0
 port link-type trunk
 port trunk allow-pass vlan 20
 trust 8021p override
#
return
<RouterA> display current-configuration interface ethernet 2/0/1
#
interface Ethernet2/0/1
 port link-type trunk
 port trunk allow-pass vlan 30
 trust 8021p override
#
return

----End

Configuration file
● RouterA configuration

#
 sysname RouterA
#
vlan batch 20 30
#
qos map-table dot1p-dscp
  input 2 output 16
  input 5 output 40
  input 6 output 46
#
interface Vlanif20
 ip address 192.168.2.1 255.255.255.0
#                                                                               
interface Vlanif30
 ip address 192.168.3.1 255.255.255.0
#
interface Ethernet2/0/0
 port link-type trunk
 port trunk allow-pass vlan 20
 trust 8021p override  
#                                                                               
interface Ethernet2/0/1
 port link-type trunk
 port trunk allow-pass vlan 30
 trust 8021p override 
#                                                                               
interface GigabitEthernet3/0/0
 ip address 192.168.4.1 255.255.255.0
#
return

2.8 Troubleshooting Priority Mapping

2.8.1 Packets Enter Incorrect Queues

Common Causes

This fault is commonly caused by one of the following:
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● The priority type of packets is different from the priority type trusted by the
inbound interface.

● Priority mapping in the priority mapping table is incorrect.
● There are configurations affecting the queues that packets enter on the

inbound interface, including:

Procedure

Step 1 Check that the priority type of packets is the same as the priority type trusted by
the inbound interface.
Run the display this command in the inbound interface view to check the
configuration of the trust command on the inbound interface (if the trust
command is not used, the system does not trust any priority by default). Then
obtain the packet header on the inbound interface, and check whether the priority
type is the same as the priority type trusted by the inbound interface.

NO TE

If the trust command is not used, the device sends packets to queues based on the priority
configured by using the port priority command. As a result, all the packets enter the same
queue and the device cannot provide differentiated services.

● If not, run the trust command to modify the priority type trusted by the
inbound interface to be the same as the priority type of the captured packets.

● If so, go to step 2.

Step 2 Check whether priority mappings are correct.
● The AR100&AR120&AR150&AR160&AR200 series, AR1200 series, AR2240C,

AR2220E, or AR2204 sends packets to queues based on the 802.1p priority;
therefore, check the mappings between DSCP or 802.1p priorities trusted by
the interface and 802.1p priorities.

● The AR2201-48FE, AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204-51GE-R, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240, or
AR3200&AR3600 series sends packets to queues based on the internal
priority; therefore, check the mappings between DSCP or 802.1p priorities
trusted by the interface and internal priorities.

Enter the priority mapping table view and run the display this command to check
whether priority mapping is configured correctly.

● If priority mapping is configured incorrectly, run the qos map-table command
to enter the priority mapping table view, and then run the input command to
configure priority mapping correctly.

● If so, go to step 3.

Step 3 Check whether there are configurations affecting the queues that packets enter on
the inbound interface.
1. Check whether traffic policing defining the re-marking action is configured on

the inbound interface.

Run the display this command in the view of the inbound interface to check
whether the qos car inbound command with remark-8021p or remark-dscp
configured has been used.
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– If so, cancel the re-marking action or run the undo qos car inbound
command to cancel traffic policing.

– If not, go to step b.
2. Check whether the traffic policy defining the re-marking action is configured

in the inbound direction on the inbound interface.

Run the display this command in the view of the inbound interface to check
whether the traffic-policy policy-name inbound command has been
configured.

– If the traffic-policy policy-name inbound command is configured, run
the display traffic-policy applied-record policy-name command to
check the traffic policy record and the traffic behavior in the traffic policy.
If the traffic policy is applied successfully, run the display traffic
behavior user-defined command to check whether the traffic behavior
defines the re-marking action (remark 8021p or remark dscp), or
remark local-precedence.

▪ If the traffic behavior in the traffic policy contains the re-marking
action, cancel the re-marking action or delete the traffic policy from
the interface.

▪ If the traffic policy fails to be applied or the traffic behavior in the
traffic policy does not contain the re-marking action, go to step c.

– If the traffic-policy policy-name inbound command is not configured, go
to step c.

3. Check whether the traffic policy defining the queuing action is configured in
the outbound direction on the inbound interface.

Run the display this command in the view of the inbound interface to check
whether the traffic-policy policy-name outbound command has been
configured.

– If the traffic-policy policy-name outbound command is configured, run
the display traffic-policy applied-record policy-name command to
check the traffic policy record and the traffic behavior in the traffic policy.
If the traffic policy is applied successfully, run the display traffic
behavior user-defined command to check whether the command output
contains Assured Forwarding, Expedited Forwarding, or Flow based
Weighted Fair Queuing. If so, the traffic behavior contains the queuing
action. Delete the queuing action from the traffic behavior or delete the
traffic policy from the interface.

----End

2.8.2 Priority Mapping Results Are Incorrect

Common Causes
This fault is commonly caused by one of the following:
● The type of the priority trusted by the inbound interface is incorrect.
● On the AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240

or AR3200&AR3600 series, override is not specified in the trust command on
the inbound interface.
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● Priority mapping in the priority mapping table is incorrect.
● There are configurations affecting priority mapping on the inbound interface.
● There are configurations affecting priority mapping on the outbound

interface.

Procedure
Step 1 Check that the priority type trusted by the inbound interface is correct.

Run the display this command in the view of the inbound interface to check
whether the trusted priority type set by using the trust command on the inbound
interface is correct. (If the trust command is not used, the system does not trust
any priority by default.)

NO TE

● On the AR100&AR120&AR150&AR160&AR200 series, AR1200 series, AR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R or AR2220L, if
trust is not used or the priority in packets is different from the priority trusted by the
inbound interface, the device checks the priority mapping table based on the interface
priority by the port priority command and modifies packet priorities.

● On the AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240 or
AR3200&R3600 series, if trust is used, the priority in packets is different from the
priority trusted by the inbound interface, and override is specified, the device checks the
priority mapping table based on the interface priority by the port priority command
and modifies packet priorities.

● If not, run the trust command to correctly configure the priority type trusted
by the inbound interface.

● On the AR100&AR120&AR150&AR160&AR200&AR1200 seriesAR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE-R, and
AR2220L, if the priority in packets is different from the priority trusted by the
inbound interface, go to step 3.

● On the AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240
or AR3200&AR3600 series, if the priority in packets is the same as the priority
trusted by the inbound interface, go to step 2.

Step 2 Check whether override is specified in the trust command on the AR2201-48FE,
AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240 or AR3200&AR3600 series.
● If override is not specified, the device does not change packet priorities after

performing priority mapping. Specify override in the trust command.
● If override is specified, go to step 3.

Step 3 Check whether priority mappings are correct.
Enter the priority mapping table view and run the display this command to check
whether priority mapping is configured correctly.
● If priority mapping is configured incorrectly, run the qos map-table command

to enter the priority mapping table view and the input command to configure
priority mapping correctly.

● If so, go to step 4.

Step 4 Check whether there are configurations affecting priority mapping on the inbound
interface.
1. Check whether traffic policing defining the re-marking action is configured on

the inbound interface.
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Interface-based traffic policing takes precedence over priority mapping. If
interface-based traffic policing defining remark-8021p or remark-dscp is
configured on the inbound interface, the device re-marks packet priorities.

Run the display this command in the view of the inbound interface to check
whether the qos car inbound command with remark-8021p or remark-dscp
configured has been used.

– If so, delete the re-marking action or run the undo qos car inbound
command to delete traffic policing.

– If not, go to step b.
2. Check whether the traffic policy defining the re-marking action is configured

in the inbound direction on the inbound interface.

A traffic policy takes precedence over priority mapping. If the traffic policy
used on the inbound interface contains priority re-marking, remark local-
precedence, or car with remark-8021p or remark-dscp, the device re-marks
priorities of packets matching the traffic classifier.

Run the display this command in the view of the inbound interface to check
whether the traffic-policy policy-name inbound command has been
configured.

– If the traffic-policy policy-name inbound command has been configured,
run the display traffic-policy applied-record policy-name command to
check the traffic policy record and the traffic behavior in the traffic policy.
If the traffic policy has been applied successfully, run the display traffic
behavior user-defined command to check whether the traffic behavior
contains packet priority re-marking, internal priority re-marking, or car
with remark-8021p or remark-dscp.

▪ If the traffic behavior in the traffic policy contains the re-marking
action, delete the re-marking action from the traffic behavior or
delete the traffic policy from the interface.

▪ If the traffic policy fails to be applied or the traffic behavior does not
contain the re-marking action, go to step 5.

– If not, go to step 5.

Step 5 Check whether there are configurations affecting priority mapping on the
outbound interface.
1. Check whether traffic policing defining the re-marking action is configured on

the outbound interface.

Interface-based traffic policing takes precedence over priority mapping. If
interface-based traffic policing defining remark-8021p or remark-dscp is
configured on the outbound interface, the device re-marks packet priorities.

Run the display this command in the view of the inbound interface to check
whether the qos car outbound command with remark-8021p or remark-
dscp configured has been used.

– If so, delete the re-marking action or run the undo qos car outbound
command to delete traffic policing.

– If not, go to step b.
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2. Check whether the traffic policy defining the re-marking action is configured
in the outbound direction on the outbound interface.

A traffic policy takes precedence over priority mapping. If the traffic policy
used on the outbound interface contains priority re-marking, remark local-
precedence, or car with remark-8021p or remark-dscp, the device re-marks
priorities of packets matching the traffic classifier.

Run the display this command in the view of the outbound interface to check
whether the traffic-policy policy-name outbound command has been
configured. If the traffic-policy policy-name outbound command has been
configured, run the display traffic-policy applied-record policy-name
command to check the traffic policy record and the traffic behavior in the
traffic policy.

If the traffic policy has been applied successfully, run the display traffic
behavior user-defined command to check whether the traffic behavior
contains packet priority re-marking, internal priority re-marking, or car with
remark-8021p or remark-dscp. If the traffic behavior contains the re-marking
action, delete the re-marking action from the traffic behavior or delete the
traffic policy from the interface.

----End

2.9 FAQ About Priority Mapping

2.9.1 What Is the Function of Interface Priorities?

The port priority command sets the interface priorities, that is, specifies the
default priorities of incoming packets on the interface. AR series routers send
packets to different queues based on the interface priority. By default, the AR
interface does not trust packet priorities. Packets enter queues according to the
interface priority.

If all packets enter queues according to the interface priority, all packets on an
interface enter the same queue. Differentiated services cannot be provided. Using
the trust command, you can specify the priority to be mapped for packets, that is,
search for a priority mapping to the packet priority in the priority mapping table.
● The AR150&AR160&AR200 series and AR1200 series send packets to different

interface queues based on the mapped 802.1p priorities, and use the queue
scheduling to provide services for packets with different priorities.

● On AR2200 series:
– From V200R001C00, the device sends packets to different interface

queues based on the mapped 802.1p priorities, and uses the queue
scheduling to provide services for packets with different priorities.

– From V200R003C00, the AR2204 sends packets to different interface
queues based on the mapped 802.1p priorities, and uses the queue
scheduling to provide services for packets with different priorities. While
the AR2201, AR2202, AR2220 and AR2240 send packets to different
interface queues based on the mapped local priorities, and use the queue
scheduling to provide services for packets with different priorities.
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● The AR3200 series send packets to different interface queues based on the
mapped local priorities, and use the queue scheduling to provide services for
packets with different priorities.

2.9.2 What Are the Differences of Trust Command Between
AR100, AR120, AR150, AR160, AR200, AR1200 Series?

● V200R001C00:
– On the AR1200 series, the override keyword in the trust command

cannot be set. By default, the priority field in a packet is modified.
– On the AR2200 series and AR3200&AR3600 series, the override keyword

in the trust command can be set. Users can determine whether to modify
the priority field in a packet.

● From V200R001C01:
– When the override keyword is not set in the trust command on the

AR1200 series, the DSCP value of a packet remains unchanged after the
802.1p value of the packet is set to the mapping value. When the
override keyword is set in the trust command on the AR1200 series, the
802.1p value and DSCP value of a packet are changed to the mapping
values.

– The override keyword in the trust command can be set on the AR2200
series and AR3200&AR3600 series. Users can determine whether to
modify the priority field in a packet.

● From V200R002C00:
– When the override keyword is not set in the trust command on the

AR100&AR120&AR150&AR160&AR200 series, and AR1200 series, the
DSCP value of a packet remains unchanged after the 802.1p value of the
packet is set to the mapping value. When the override keyword is set in
the trust command on the AR150, AR200, and AR1200 series, the 802.1p
value and DSCP value of a packet are changed to the mapping values.

– The override keyword in the trust command can be set on the AR2200
series and AR3200 series. Users can determine whether to modify the
priority field in a packet.

● From V200R003C00:
– When the override keyword is not set in the trust command on the

AR100&AR120&AR150&AR160&AR200&AR1200 series, AR2204-27GE,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-51GE-P, AR2204-51GE,
AR2204-51GE-R, AR2204, AR2220L, the DSCP value of a packet remains
unchanged after the 802.1p value of the packet is set to the mapping
values.

– The override keyword in the trust command can be set on the
AR2201-48FE, AR2204E, AR2204E-D, AR2202-48FE, AR2220, AR2240,
AR2240C, AR3200&AR3600 series. Users can determine whether to
modify the priority field in a packet.
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